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Abstract

A collaboration between dataset owners and model owners
is needed to facilitate effective machine learning (ML) train-
ing. During this collaboration, however, dataset owners and
model owners want to protect the confidentiality of their
respective assets (i.e., datasets, models and training code),
with the dataset owners also caring about the privacy of
individual users whose data is in their datasets. Existing so-
lutions either provide limited confidentiality for models and
training code, or suffer from privacy issues due to collusion.
We present Citadel++, a collaborative ML training sys-

tem designed to simultaneously protect the confidentiality
of datasets, models and training code as well as the pri-
vacy of individual users. Citadel++ enhances differential
privacy mechanisms to safeguard the privacy of individual
user data while maintaining model utility. By employing Vir-
tual Machine-level Trusted Execution Environments (TEEs)
as well as the improved sandboxing and integrity mecha-
nisms through OS-level techniques, Citadel++ effectively
preserves the confidentiality of datasets, models and training
code, and enforces our privacy mechanisms even when the
models and training code have been maliciously designed.
Our experiments show that Citadel++ provides model util-
ity and performance while adhering to the confidentiality
and privacy requirements of dataset owners and model own-
ers, outperforming the state-of-the-art privacy-preserving
training systems by up to 543× on CPU and 113× on GPU
TEEs.

1 Introduction

High-quality machine learning (ML) training requires a well-
designedmodel and representative datasets. On the one hand,
dataset owners own siloed user data but may not have ex-
tensive ML expertise. For instance, hospitals have patient
data and banks maintain customers’ financial records; how-
ever, they may have limited expertise to leverage advanced
ML technologies to utilize their datasets. On the other hand,
model owners have ML expertise and may have developed
sophisticated models, but they need datasets from diverse
sources to train their models. For instance, a BioTech com-
pany has developed a drug design model but needs data from
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hospitals to generalize the model. As a result, the collabora-
tion between dataset owners and model owners is required.

Although there are various attempts at enabling this much-
needed collaboration [31–33, 45, 46], dataset owners and
model owners do not always trust each other. Dataset own-
ers care about their datasets. For instance, they may want
to monetize these datasets via marketplace [31, 32, 114]. In
addition, these datasets may contain sensitive user data, rais-
ing privacy concerns and being subject to various privacy
regulations (e.g., EU AI Act [40], GDPR [44], CCPA [18],
HIPAA [52]). Any leak of such sensitive data can lead to
severe fines, business impact and reputation loss.
On the other hand, today’s ML models are increasingly

complex and innovative. Model owners spend significant
time and resources designing the model structure and the
way it can be trained efficiently; therefore, models and train-
ing code are often considered as key intellectual properties.
Although there are open-sourced foundation models in do-
mains such as natural language processing [35, 89] and image
generation [116], there are many confidential models that
have been employed (and will likely be employed in the
future) in many industries, e.g., drug design models in phar-
maceuticals and stock price prediction models in finance.

As a result, there is a dilemma. Even though the collabora-
tion between dataset owners and model owners is required
and highly beneficial for both sides, neither side is willing to
share their assets. Existing attempts to solving this dilemma
either address it partially or impose significant computation
and communication overheads, impeding scalability. For in-
stance, federated learning (FL) [65, 69, 80, 86, 87] enables
dataset owners to train a model over local datasets and syn-
chronize with a server that aggregates all the local model up-
dates. FL aims to achieve data privacy as local datasets are not
shared with the server; however, recent work has shown that
a malicious server can infer sensitive information via attacks
such as data reconstruction [43, 54, 132, 137] and member-
ship inference [19, 100, 112]. In addition, FL lacks model con-
fidentiality because themodel is made available at the dataset
owners. In parallel, the community has also been exploring
collaborative training based on cryptographic approaches
such as homomorphic encryption (HE) [10, 16, 17, 49, 79]
or secure multi-party computation (SMPC) [3, 20, 53, 71, 83,
96, 97, 99, 101, 105, 108, 119, 126, 127]. However, both HE-
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and SMPC-based approaches impose significant computa-
tion and communication overheads; therefore, they can only
be applied to small datasets and models [82].
Recently, confidential computing has become an emerg-

ing paradigm that leverages the hardware-based Trusted
Execution Environments (TEEs) to provide assurances for
confidentiality and integrity when executing code on data
within a TEE [26, 27]. This paradigm has gained significant
traction among CPU and GPU manufacturers [7, 11, 12, 62,
63, 85, 102], and has become an essential offering of all major
cloud providers [11, 13, 14, 47]. Specifically, a TEE utilizes a
hardware root-of-trust and enables users to access cloud com-
puting resources without trusting the provider’s software,
including the privileged hypervisor and operating system.

Because of TEEs’ generality, strong guarantees, high effi-
ciency and wide availability, they have been regarded as key
to safeguarding data and models in ML processes [30, 56, 61,
113, 118]. Indeed, a large body of research has leveraged TEEs
for privacy-preserving ML computations [55, 57, 58, 60, 77,
84, 94, 95, 103, 106, 107, 120, 125, 134]. Unfortunately, none
of these approaches can fully protect the datasets, model
and training code. Furthermore, as a model and its training
code could be maliciously designed to leak or embed private
data during training, previous approaches require the model
and training code to be apriori inspected and agreed upon to
ensure that private data cannot be intentionally leaked while
running inside TEEs. For instance, Citadel [134] is a state-of-
the-art collaborative ML training system that aims to protect
the confidentiality of both training datasets and the model
using TEEs. Citadel, similar to traditional FL, partitions the
training code into two parts (i.e., data handling part and
model updating part), and distributes them across multiple
SGX [62] enclaves for confidentiality and scalability. To en-
hance data privacy, Citadel imposes zero-sum masking onto
model updates exchanged between these two parts. However,
Citadel still requires the data handling code to be inspectable
to gain the trust of the dataset owners [134], cannot use
GPUs, and is still vulnerable to various privacy attacks that
can be launched in FL [19, 43, 54, 100, 112, 132, 137].
In this paper, we propose Citadel++, a scalable collabo-

rative training system that simultaneously protects the con-
fidentiality of datasets, models and training code as well
as the privacy of individual users whose data is present
in those datasets. The design of Citadel++ is inspired by
Citadel’s general architecture [134]. Specifically, like Citadel,
we also employ TEEs in Citadel++, and adopt the FL-style
programming paradigm that greatly lowers the entry barrier
for today’s ML practitioners, where the training code is split
into two parts: 1) the data handling code directly operates
on datasets to compute gradients, and 2) the model updating

code aggregates gradients to update the model. However,
such a design is not enough to achieve our goals to protect
the full data andmodel assets supplied by dataset owners and

model owners. We advance this design with three substantial
contributions on strong privacy, sandboxing and integrity.
First, Citadel++ creates a privacy barrier between the

data handling code and the model updating code by employ-
ing a set of privacy mechanisms based on DP-SGD [1], in
conjunction with masking, dynamic gradient clipping and
noise correction. This privacy barrier ensures that any com-
putational results (e.g., gradients) sent from data handling
code to model updating code are differentially private with
high utility, and little information about any individual user’s
data can be gained through such results, even in the presence
of collusion among dataset owners and model owners.
Second, training a model within TEEs protects the confi-

dentiality of the datasets, model and training code; however,
this leads to a situation where no one can detect whether
the model and its training code are maliciously attempting
to leak private data (e.g., by writing data to external storage,
or bypassing our privacy barrier). Therefore, Citadel++ de-
signs a sandbox to enforce appropriate access control (e.g.,
no network or shared resources, isolated file systems) and
strictly regulate the data flow in the system to ensure that
the data exchanged between the data handling and model
updating components flows only through our privacy barrier.
In doing so, the privacy of user data is guaranteed even if
the model and training code are maliciously designed, thus
removing the need to inspect them. Citadel++ employs vir-
tual machine (VM)-level TEEs, e.g., AMD SEV-SNP [7] and
Intel TDX [63], which provide the required functionalities
for sandboxing and also enable the usage of confidential
GPUs, e.g., NVIDIA H100 [102]. We note that existing sys-
tems [59, 88, 135, 136] try to solve this issue via mechanisms
based on software fault isolation in application enclaves
on Intel SGX [62] or the VM privilege levels on AMD SEV-
SNP [8]. These mechanisms are restrictive for isolating un-
trusted model and training code from the rest of our system,
or depend on a specific AMD feature, specific hypervisor and
modified kernel (can be complementary to our sandboxing
mechanism, if needed).

Third, we need to ensure the integrity of the privacy bar-
rier and sandboxing mechanisms, which are crucial in pro-
tecting the confidentiality and privacy of the datasets, model
and training code as well as their correct execution. Although
TEEs provide integrity protections for code running within
them, current remote attestation mechanisms to ensure that
the intended code is deployed and run correctly are limited.
For instance, current VM-level TEEs running Confidential
VMs (CVMs) primarily allow attestation of only the initial
memory content, overlooking critical parts such as kernel
and root file system [129]. Besides, the CVM owner (e.g.,
Citadel++ provider) can change the CVM state with extra
actions that are not reflected in the attestation report. To
address these limitations, Citadel++ utilizes Confidential
Containers (CoCo) [24], and enhances its integrity mecha-
nisms for CVM and container images housing our privacy
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barrier and sandboxing mechanisms to guarantee their cor-
rect execution.

We implemented the full Citadel++ system. Our evalua-
tion demonstrates that Citadel++ matches the model utility
of standard central DP-SGD mechanisms, while providing
stronger privacy guarantees and negligible overheads with
our privacy barrier. The sandboxing mechanism with in-
tegrity in Citadel++ adds reasonable overhead compared
to a no-sandboxing baseline (e.g., 3.6% overhead for training
a transformer model). When considering the full collabora-
tive, confidential training, Citadel++ is as efficient as non-
confidential FL, demonstrating up to 543× speedup on CPU
and 113× speedup on GPU compared to the state-of-the-art
privacy-preserving training systems.

2 Actors, Assumptions and Goals

2.1 System Actors

Dataset owners are entities that possess datasets which
may contain sensitive personal or organizational data (e.g.,
medical records of hospital patients, operational data from
factory manufacturing lines). We note that the ownership of
data in a dataset may vary according to jurisdiction. For in-
stance, in Europe, individual users whose data is in a dataset
are typically still considered as the owners of that data [44].
As a result, dataset owners care about not only the confiden-
tiality of their datasets, but also the privacy of individuals
whose data is present in those datasets.
Model owners are entities that create models and associated
training code. Model owners may own some datasets to
develop and test their models and training code; however,
they do not possess enough and diverse datasets to generalize
their models. They want to collaborate with dataset owners
to access such datasets. During collaboration, they care about
the confidentiality of their models and training code.
Citadel++ provider is the entity that deploys and operates
the Citadel++ service to enable the collaborative training
among model owners and dataset owners. It interfaces with
the cloud provider for the necessary infrastructure.
Cloud provider is the entity that provides the underlying
compute, network and storage infrastructures with their
respective services. The compute infrastructure is equipped
with TEEs, such as AMD SEV-SNP [7] or Intel TDX [63].
This infrastructure has been widely accepted and available
among all major cloud providers [11, 13, 14, 47].

2.2 Assumptions and Threat Model

We assume an adversary can access privileged system stacks
with the goal of learning confidential information: The cloud
provider may manipulate the host OS kernel and process
resources; the Citadel++ provider may insert backdoors
into and manipulate system components. TEEs ensure the
code and data loaded inside them are protected with con-
fidentiality and integrity [27]; therefore, TEEs have been

regarded as key to safeguarding data and models in ML pro-
cesses [30, 56, 61, 113, 118]. We note that there have been at-
tacks on TEEs, such as covert and side channels [50, 75, 76, 78,
98, 110, 122, 123, 131] and physical attacks [21, 34, 117, 121].
Defeating these attacks is an active research area, including
mitigation strategies from TEE vendors [2], various software
defenses using oblivious schemes to obfuscate timing and
memory access patterns [57, 60, 103, 111, 124], defense-in-
depth [22], and fault tolerance techniques against physical
rollback attacks [25]. Nonetheless, we leave such attacks out-
side this paper’s scope and assume that the TEE guarantees
are intact, but note that these defenses are complementary
to Citadel++.
No actor inherently trusts others. Each actor may try to

learn the confidential datasets, models and training code, ei-
ther individually or by colluding with others (as long as they
do not attack TEEs as assumed). For instance, some dataset
owners may collude with the model owner (e.g., by shar-
ing their datasets) to learn the confidential datasets of other
dataset owners. In addition, the model and training code pro-
vided by a model owner can be maliciously designed to break
the confidentiality and privacy of datasets. For instance, the
training code may intentionally leak private data to storage,
abuse system APIs [138], or attempt to bypass Citadel++’
protection mechanisms. Finally, the trustworthiness and use-
fulness of datasets can be efficiently checked via TEEs with-
out violating confidentiality [6], ensuring that dataset own-
ers provide their datasets according to their agreements with
other dataset owners and model owner.

2.3 System Goals

Dataset/Model/Code Confidentiality: Assets provided by
different participants should stay confidential. Datasets may
contain sensitive information. Similarly, ML models includ-
ing their parameters, structures and training code constitute
intellectual properties. Therefore, protecting the confiden-
tiality of these provided assets is important. This protection
should apply not only when these assets are at rest and in
transit but also in use during training.
Data Privacy: A dataset may be from one organization (e.g.,
operational data from a factory), but may also consist of data
from multiple individual users (e.g., medical records of pa-
tients of a hospital). Individual users care about the privacy
of their own data. Such data should stay differentially pri-
vate, a widely established mechanism for mitigating privacy
concerns [39], and little information about any individual
user’s data should be gained or inferred in Citadel++. Note
that this privacy protection goes beyond what the afore-
mentioned dataset confidentiality provides for a dataset as a
whole.
Code Integrity: The code running in Citadel++ should be
integrity-protected. This protection applies to both the train-
ing code (from the model owner) and the Citadel++ service
code. The service code includes our system mechanisms (§4,
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Figure 1. High-level overview of Citadel++.

§5 and §6), and is crucial for achieving our confidentiality
and privacy goals for datasets, models and training code.
Performance: The protection mechanisms in Citadel++
should not affect the training performance. Citadel++ should
achieve no worse (often better) results for model accuracy
and training time, compared to the state-of-the-art confiden-
tial training systems with weaker guarantees (e.g., require
inspectable model and training code, cannot simultaneously
protect datasets, model and training code). Citadel++ should
also take advantage of accelerators (e.g., GPUs) without los-
ing the aforementioned protections.

3 Citadel++ Design Overview

3.1 Background: TEE Capabilities

A Trusted Execution Environment (TEE) is a secure area
within a processor. This area is isolated from the untrusted
environment via hardware, providing confidentiality and in-
tegrity assurances for the code and data inside [26, 27]. With
remote attestation [29, 51], users can authenticate the TEE
hardware, verify its trusted state, and check if the expected
code is running via the cryptographic measurement.

3.2 System Components and Mechanisms

Figure 1 shows a high-level overview of Citadel++. The
system components enable a collaborative training session
between the dataset owners and model owner, while provid-
ing confidentiality, privacy and integrity protections. These
components run in a cloud infrastructure equipped with
TEEs and a storage service that is considered untrusted.

In Citadel++, collaborative training follows a similar par-
adigm to FL, ensuring easy adoption by ML practitioners.
Specifically, the model owner’s model training code is split
in two parts: data handling code and model updating code.
For each dataset owner, there is one data handling compo-

nent running in a TEE, which uses the data handling code
to process a dataset owner’s data and generate local model
updates confidentially. For the model owner, there is a single
model updating component running in a TEE, which uses

the model updating code to aggregate all the local model up-
dates and update the global model, also confidentially. These
components are coordinated by another TEE component, the
admin component. It is responsible for synchronizing the
training iterations among the data handling and model up-
dating components as well as setting up our privacy barrier
mechanism. Citadel [134] follows a similar architecture.

Besides their respective assets loaded at runtime, all TEE
components also contain the Citadel++ service code that is
open-sourced to gain trust from dataset owners and model
owners. This service code includes: 1) the privacy barrier

mechanism that ensures local model updates exchanged be-
tween data handling and model updating components do not
leak private information (§4), 2) the sandboxingmechanism
that isolates the potentially malicious model and data han-
dling code from the Citadel++ service code, regulates the
information flow in the system, and ensures our privacy bar-
rier cannot be bypassed (§5), and 3) various procedures that
handle the coordination of the training loop as well as com-
mon processing actions including encrypting/decrypting
all communications among TEE components and untrusted
storage (i.e., encryption-in-transit). Citadel++ service code
is key to protecting the confidentiality and privacy of the
datasets, model and training code, as well as the correct
execution of the training code; thus, we must protect the
integrity of the service code. While part of this protection is
provided by TEEs, it is limited and unsatisfactory (§6). Thus,
we have extra integrity mechanisms for TEE components
to ensure the Citadel++ service code cannot be maliciously
altered (§6).
Recall that one of the main goals of Citadel++ is to

protect the confidentiality of various training assets (e.g.,
datasets, models and training code) while running in a cloud
infrastructure. The cloud infrastructure (except TEEs) and
its storage service are untrusted. Therefore, all training
assets stored in the cloud storage before, during and after
the training session are encrypted (i.e., encryption-at-rest).
To make these encrypted assets usable in the confiden-

tial training session with TEEs (i.e., encryption-in-use), the
4
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corresponding keys have to be supplied by their respective
owners to the relevant TEE components. For ease-of-use,
Citadel++ manages these keys inside the key distribution

service (KDS) running in a TEE. The KDS is responsible for
1) storing keys of various assets along with the agreed train-
ing session configurations, and 2) sharing those keys with
the relevant TEE components at the training start. Before
sharing the keys, the KDS remotely attests the relevant TEE
components via the trusted attestation service provided
by TEE vendors [64, 109] or cloud providers [90], and only
shares keys if these components run the correct service code
and possess the agreed training session configuration. The
correctness of these components in their respective TEEs
can be remotely attested [29, 51], because the service code
of all Citadel++ components, including the KDS, are open-
sourced.
We design a management service that sets up train-

ing sessions and tracks various metadata (e.g., participants,
whether all required assets are available for training to start,
training progress). The management service is untrusted.
The KDS ensures the training session configuration supplied
by the management service is consistent with its metadata.

3.3 Citadel++ Workflow

Citadel++ supports multiple training sessions in parallel.
Here, we give the workflow of a single session for clarity.

After agreeing to join a collaborative training session, the
dataset owners and model owner encrypt their respective
assets (i.e., datasets, model and training code) with the keys
of their choosing. They then upload their encrypted assets to
the untrusted storage (Step 1 in Figure 1). These encrypted
assets need to be decrypted inside the TEEs running the
Citadel++ training components for the training to proceed.
Thus, these keys need to be shared with the respective com-
ponents. To do so, the dataset owners and model owner
upload their keys along with the agreed training session
configuration to the key distribution service (KDS), after
remotely attesting it via the attestation service (Steps 2 and
3).

Next, the management service starts the confidential train-
ing session and deploys the associated training components
within TEEs: a data handling component for each dataset
owner in the session1, a model updating component, and an
admin component. The admin component is initialized with
the training session configuration that refers to the assets
and privacy parameters to be used (Steps 4 and 5).
After the training session starts, the service code in the

data handling and model updating components register with
the admin component, which configures them with the rel-
evant assets and privacy parameters: Each data handling
component receives the corresponding dataset ID and the

1Multiple data handling components can also be deployed for a large dataset.

data handling code ID. The model updating component re-
ceives the initial model ID, the model updating code ID, and
the test dataset ID (for assessing the trained model). The
service code in each component retrieves its still encrypted
assets from the cloud storage and requests their correspond-
ing keys from the KDS. The KDS remotely attests the training
components via the attestation service, ensures the key meta-
data matches the training session configuration, and then
shares the relevant keys with them (Steps 6 and 7). Once
shared, the KDS discards the keys, so that a model owner
cannot run multiple training sessions with the same datasets
without involving the dataset owners.

Finally, the training loop starts. At the beginning of each
iteration, the admin component notifies the other training
components. The admin component generates and distributes
differentially-private masks (DP-masks) (§4.2) to the data
handling components. Each data handling component loads
the current iteration’s dataset items and model, generates the
gradients (i.e., model updates)2 via the model owner’s data
handling code, and applies the DP-mask received from the
admin component. Afterwards, it encrypts the DP-masked
gradients and sends them to the model updating component.
Upon receiving these DP-masked gradients, the model up-
dating component decrypts and aggregates them with the
current model to obtain the next iteration’s updated model
via the model owner’s model updating code. The model up-
dating code may also assess the model with a confidential
test dataset, before signalling the admin component whether
to stop training (e.g., desired accuracy, number of iterations
reached). The admin component also checks whether the
training’s allocated privacy budget is fully spent. If any of
these conditions is satisfied, the training is stopped.

4 Privacy Barrier

We first introduce the differentially-private stochastic gra-
dient descent (DP-SGD) mechanism. We then describe the
three techniques that constitute our privacy barrier.

4.1 Background: DP-SGD

DP-SGD [1] is a standard way to ensure the differential
privacy (DP) guarantees for an ML training process. The
guarantees are achieved by perturbing the generated gradi-
ents (with bounded 𝐿2-norm) with Gaussian noise. A ran-
domized mechanism M satisfies (𝜀, 𝛿)-DP if for any two
neighboring datasets 𝐷 and 𝐷 ′ (differing in at most one
data item) and for any subset 𝑆 of possible outputs, it holds:
Pr[M(𝐷) ∈ 𝑆] ≤ e𝜀 Pr[M(𝐷 ′) ∈ 𝑆] + 𝛿 . There are two pri-
vacy parameters, 𝜀 and 𝛿 , which mainly control the trade-off
between the model accuracy and privacy guarantee.

2In this paper, we use gradients and model updates interchangeably.
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4.2 Differentially-Private Masking

The potentially malicious model updating code (provided by
a model owner) can utilize the received gradients to infer
sensitive information about the training datasets [19, 43, 54,
100, 112, 132, 137]. Therefore, the gradients sent from data
handling components need to be privacy-protected.
We design a differentially-private masking mechanism,

where random masks are generated such that their sum pro-
vides DP guarantees under the central DP model [1]. These
DP-masks are added to the gradients, making each individual
gradient appear purely random. Specifically, as shown in Fig-
ure 2, the admin component generates the DP-masks, such
that

∑𝑛
𝑖=1𝑚𝑖 = N(0, 𝜎2𝐶2I) = 𝜉 , where𝑚𝑖 is the DP-mask

sent to the 𝑖-th data handling component, 𝜎 is the noise scale
parameter, and𝐶 is the gradient clipping bound. Thesemasks
are then distributed to the respective data handling compo-
nents. Each 𝑖-th data handling component applies its received
DP-mask𝑚𝑖 to its local gradient 𝑔𝑖 before sending the DP-
masked gradient𝑔𝑖+𝑚𝑖 to the model updating component. Fi-
nally, the aggregated gradient produced by the model updat-
ing component is equal to the sum of non-private gradients
and the DP noise (

∑𝑛
𝑖=1 𝑔𝑖 + 𝜉), providing the same privacy-

utility trade-off for the model as DP-SGD [1]. Therefore, by
design, our DP-masking mechanism defeats a range of pri-
vacy attacks such as data reconstruction [43, 54, 132, 137] and
membership inference [19, 100, 112], and protects against
privacy leakage due to collusion (§8.2).

4.3 Dynamic Gradient Clipping

DP-SGD computes a gradient for each individual data item,
and enforces a bounded norm for each gradient by applying
the gradient clipping [1], which scales down any gradient
whose norm exceeds a fixed clipping bound 𝐶 . Since the
added DP noise is also scaled with𝐶 , a larger𝐶 retains more
gradient information but requires more noise for the same
level of DP guarantees, while a smaller 𝐶 leads to clipping
more gradients. Both could degrade the model utility, high-
lighting a careful selection of 𝐶 .
In Citadel++, we compute this clipping bound dynam-

ically in each iteration, by approximately clipping 𝑟 per-
centage of gradients. More specifically, each data handling
component computes the norms of its generated gradients
and constructs a count histogram of the norms using pre-
defined bins {𝐵𝑖 }𝑘𝑖=1. The admin component receives these
count histograms from all data handling components, sums
them up to obtain a histogram estimate of norms across all

Untrusted 
Hypervisor

Host with TEE

Sandbox
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CVM

Sandbox...

…CVM2 CVMn

untrusted

untrusted and 
restricted

trusted

Figure 3. Citadel++ service code stack.

gradients, and adds Gaussian noise to the counts of this his-
togram with noise variance 𝜎2

𝑔 . The norm matching the 𝑟 -th
percentile is then selected and returned to data handling com-
ponents for clipping gradients with that norm. This dynamic
gradient clipping is proven DP (§7), and can work with our
DP-masking mechanism. Unlike prior adaptive schemes [9],
our procedure does not require a lengthy adaptive process.

4.4 DP Noise Correction

Recall that the DP noise is generated by the admin compo-
nent inside a TEE (§4.2). As a result, Citadel++ hasmore con-
trol over how noise is generated. By exploiting this fact, we
further develop a noise correction technique that adds more
noise in each iteration and cancels it out afterwards (different
from commonly considered noise adaptation schemes [128,
130]), for stronger privacy protection during training.

Specifically, suppose the admin component generates the
DP noise 𝜉𝑡 ∼ N(0, 𝜎2𝐶2I) in each iteration 𝑡 . Then, the
noise added in iteration 𝑡 + 1 is 𝜉𝑡+1 − 𝜆 · 𝜉𝑡 , where the noise
correction coefficient 𝜆 ∈ [0, 1). This technique removes
some noise added in iteration 𝑡 by subtracting part of it in
iteration 𝑡 + 1. Since the noise value is kept within the admin
component (in a TEE), this technique does not leak the value
𝜆 ·𝜉𝑡 . With a noise level of 𝜎

1−𝜆 for all 𝜆 ∈ [0, 1) (instead of 𝜎),
we achieve approximately the same privacy guarantee and
utility for the final model as compared to DP-SGD (§7 and
Appendix A.3), but provide stronger privacy for gradients in
each iteration during training.

5 Sandboxing Untrusted Code

In Citadel++, we want to protect the confidentiality of the
model and training code provided by a model owner, mean-
ing we cannot inspect them. They may attempt to leak the
confidential datasets they operate on (e.g., send data to stor-
age or network [138], bypass our privacy barrier (§4)). This
section describes how our sandboxing mechanism regulates
the data flow and enforces the privacy barrier.

5.1 Service Code Stack

The Citadel++ service code stack aims to offer confidential-
ity on untrusted cloud hosts as well as the protection against
potentially malicious training code and model supplied by
the model owner. Figure 3 shows a high-level view of this
stack. Each host is equipped with VM-level TEEs (e.g., AMD
SEV-SNP [7], Intel TDX [63]) which enable the usage of
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TEE capabilities on GPUs (e.g., NVIDIA H100 [102]) and pro-
vide isolation and confidentiality to secure entire VMs, thus
creating confidential VMs (CVMs) that run alongside other
components (e.g., untrusted hypervisor, and other CVMs) on
a host. Each Citadel++ CVM runs a service container that
houses the service code responsible for the privacy barrier
and the sandboxes for various training components (i.e., data
handling, model updating and admin).
For these training components, we employ Confidential

Containers (CoCo) [24] that uses CVMs to run containers,
whose images and data may be sensitive. However, CoCo
assumes that the code running in the container will not break
confidentiality at runtime. Therefore, we need additional
mechanisms to prevent potentially malicious training code
from breaking the confidentiality and privacy properties
in Citadel++. We build upon CoCo, but further leverage
privilege and access control mechanisms in its CVM.

5.2 Sandboxing Details

In Citadel++, a data handling component loads the data
handling code provided by a model owner at runtime and
executes it. Due to confidentiality requirement, this code
cannot be inspected and can be malicious. Thus, its execu-
tion behavior needs to be restricted to only the functional
requirements of data handling code: computing gradients,
and returning them to the service code which applies the
privacy barrier.

To enforce this restriction, we leverage OS-level privilege
and Linux kernel namespaces mechanisms [81]. The combi-
nation of these mechanisms on a process effectively creates
a sandbox for it. Recall that various Citadel++ components
in a training session run in their own CVMs with CoCo (Fig-
ure 3). Inside the CVM, the service code runs as a privileged
container. Although running containers as privileged is not
recommended in general settings [66], we have the following
reasoning: First, the Citadel++ provider makes all its service
code open-sourced and inspectable, which is also required
for any remote attestation procedure. Second, the service
container is the only one running in this CVM, meaning that
it does not have adverse effects on other system components.

The service container uses a separate unprivileged process
inside the container to execute the untrusted data handling
code, and controls its lifecycle. This process is further isolated
via Linux kernel namespaces to apply various restrictions.
R1: Network isolation. The network connections inside
the unprivileged process should be restricted to limited des-
tinations, so that Citadel++ can control the data flow from
the untrusted code to pass it through our privacy barrier, and
prevent malicious code from sending data to unauthorized
destinations. For each unprivileged process executing the
untrusted data handling code, Citadel++ applies a separate
network namespace. As a result, an unprivileged process
in the service container can communicate with only one
destination: the privileged service code that launched it.

R2: Resource isolation. The Citadel++ service code in-
cludes the privacy barrier and sandboxing mechanisms. A
malicious data handling code overwriting these mechanisms
could bypass our privacy protections and break the confiden-
tiality of datasets. In addition, for DP guarantees, the data
handling code should not accumulate state about dataset
items via local files or other shared resources (e.g., memory,
message queues and pipes to other processes).
To address these issues, the service container spawns a

new unprivileged process at each iteration with a freshly-
created isolated file system, and passes to it only the dataset
items required for that iteration. For each unprivileged pro-
cess it spawns, the service container creates a private mount
from the original root file system and remounts all writable
directories (e.g., /tmp, /home, /var) to provide a clean work-
ing root file system for the process. This private mount pre-
vents this process from modifying the service container’s
root file system, protecting the service code from being over-
written and the file system from being used as a communica-
tion channel. To prevent leakage via other shared resources,
the service container applies a separate Inter-Process Com-
munication (IPC) namespace for each process, preventing
shared memory, message queues and pipes.
Optimizations. Besides satisfying these isolation require-
ments, we also reduce any incurred performance overheads.
First, creating a process and loading the data handling code
do not depend on the dataset andmodel. This allows Citadel++
to create a pool of sandboxed processes, and use an already
initialized one when needed. Second, we observe that, in
each iteration, the updated model from the model updating
component needs to be loaded into the data handling compo-
nent to compute gradients. Because the data handling code
is in Python, an interpreted language, this loading in a clean
sandboxed process can be slow. We warm up the code path

of the model initialization function in the data handling code
by loading a dummy model at process initialization.

6 Providing Service Integrity

The integrity of Citadel++ service code is crucial to ensure
that the privacy barrier (§4) and sandboxing (§5) mechanisms
work as expected.We use CoCo [24] as our underlying frame-
work and enhance its existing integrity properties, so that
the CVM running the Citadel++ service container and the
corresponding images are integrity-protected.

6.1 Background: TEE Integrity Protection

Remote attestation [29, 51] allows users to establish trust
in a TEE by authenticating the hardware, verifying its state,
and checking whether the expected software is running via
the cryptographic measurement. In process-level TEEs (e.g.,
Intel SGX [62]), this measurement refers to the initial code
and data loaded into the secure segment of the process’ mem-
ory that cannot be modified afterwards. Although integrity
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protections provided by process-level TEEs satisfy our re-
quirements regarding the service code integrity, they have
significant drawbacks for the sandboxing of potentially ma-
licious code: Any additional code loaded at runtime runs
in the same memory with the same privilege as our service
code, potentially allowing it to bypass our privacy barrier.

In contrast, VM-level TEEs (e.g., AMD SEV-SNP [7], Intel
TDX [63]) can protect entire VMs, creating CVMs, and offer
more flexibility to isolate such code. A VM-level TEE’s attes-
tation report measures the initial memory content, typically
containing only the virtual firmware which then loads the
rest of the CVM. Next, the CVM owner can freely use the
CVM (e.g., install packages). Any such actions, however, are
not reflected in the attestation report, requiring extra mech-
anisms to protect the integrity of the rest of the CVM [129],
especially in an as-a-service scenario using CVMs, where
the service provider is not trusted by service users [5, 42].

6.2 CVM Integrity Enhancements

As described previously, the CVM attestation report only
encompasses a cryptographic measurement of the CVM’s
initial memory content, typically the virtual firmware. Cru-
cial components such as the kernel, initrd, and root file sys-
tem are excluded from this report. Therefore, any malicious
alterations to these components after the initial boot (e.g., by
a malicious Citadel++ provider) could compromise the con-
fidentiality and privacy properties that Citadel++ wants to
achieve for its end users (i.e., dataset owners, model owners).
To ensure the complete remote attestation of the CVM

hosting the Citadel++ service container, we need to protect
the integrity of the CVM at two stages: First, at the initial-
ization stage, we need to ensure that all CVM components
are reflected in the attestation report provided by the VM-
level TEE. Second, at runtime (i.e., after the boot), we need a
mechanism to prevent the runtime access to the CVM.
CVM Initialization. To extend the attestation report to
cover all crucial components, we utilize measured direct boot,
where one component loads and verifies the integrity of the
next: The hypervisor uses a pre-configured VM image to
launch the CVM. The cryptographic hashes of the kernel,
initrd and kernel command line parameters are embedded
into the virtual firmware, so that these values are reflected
in the attestation report generated by the VM-level TEE.
During the boot, the virtual firmware loads the kernel, initrd
and kernel command line, and compares their hashes to
the expected values. We only need to protect the service
container execution; thus, mount a minimal root file system.
CVM Runtime. In general, CVMs are accessible by their
respective owners. In Citadel++, however, this access puts
at risk the confidentiality and privacy of the training session
for end users (i.e., dataset owners, model owner). As a result,
we need to restrict any access to the CVM after its start. To do
so, we utilize an access policy that removes all management
interfaces (e.g., ssh) and only exposes a small set of RPC
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Figure 4. Citadel++ service integrity mechanisms.

endpoints for communication purposes. For instance, the
policy can set ExecProcessRequest as false to disable the
kubectl exec commands to login into a container, or em-
bed information about the container image integrity (§6.3).
A default policy along with a policy manager is embedded
in the initrd, whose integrity is covered by the CVM attes-
tation report. Using a default policy allows us to build the
initrd once and reuse it (e.g., for different components with
different container images, for updates to container images).
For different training components and container images, we
install a different policy at startup. In Citadel++, during the
guest CVM’s startup, the hash of the new policy is reflected
in the HOSTDATA field of the attestation report generated by
the VM-level TEE (Figure 4). Using this information, the pol-
icy agent checks and allows only the matching policy to be
installed. In addition, using the attestation report, the end
users can check the integrity of the installed policies.

6.3 Service Container Image Integrity

Protecting the guest CVMwhich runs the Citadel++ service
container is necessary but not sufficient. In CoCo, the con-
tainerd’s snapshotter plugin [28] downloads and manages
container images on the host, and the appropriate container
image is mounted to the guest CVM at its start via shared
file systems. This approach allows an untrusted host to ma-
nipulate the service container image. A trivial solution is to
store and manage the container image directly inside the
guest CVM. This solution, however, incurs a large memory
footprint and long startup time due to each CVM needing to
download the image from a remote registry at every boot.

In Citadel++, we take an alternative approach (Figure 4).
We utilize dm-verity [37], a kernel feature providing trans-
parent integrity checking of block devices, and ensuring that
the data read from a block device matches the precomputed
hash tree. The container image layers are tarball files, which
we convert via the tardev-snapshotter plugin [91, 92] to
block devices that dm-verity can use. During this conver-
sion, the plugin calculates the hash tree of each image layer
and appends it to the block device, with the root hash of the
tree embedded into the mount metadata. dm-verity and the
policy agent in the guest CVM then ensure that only block
devices with the correct root hash values are mounted via
checking expected values from the installed policy that binds
the container image integrity to the attestation report (§6.2).
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7 Formal Privacy Analysis

Citadel++ provides data privacy during and after training
via the privacy barrier (§4) that leverages and extends the
privacy mechanisms of DP-SGD [1]. Accounting for DP guar-
antees in DP-SGD can be done via the methods described
in [48, 70]. Specifically, the scheme can be seen as an adaptive
composition of DP mechanisms (i.e., Gaussian mechanisms
and subsamplied Gaussian mechanisms). Using the results
of [48, 139], this composition can be evaluated using privacy
loss random variables (PLRVs) determined by the individual
mechanisms. The proofs for DP guarantees and details of
PLRVs can be found in Appendices A.1 and A.2.
We design three additional differentially private mecha-

nisms for Citadel++: 1) DP masking, 2) dynamic gradient
clipping, and 3) DP noise correction. Privacy leakage of each
mechanism is assessed by how much the mechanism’s out-
put changes with a single data item, and this guides the
computation of the DP privacy parameters (𝜖, 𝛿).
DP masking (§4.2). DP masking does not change the final
model’s DP guarantees, as the privacy leakage and the noise
amount are unchanged fromDP-SGD. It simply extends those
guarantees even when the model owner and up to 𝑛 − 1 data
owners collude (§8.2).
Dynamic Gradient Clipping (§4.3). The histogram aggre-
gation for dynamic gradient clipping is a Gaussian mech-
anism. During aggregation, changing a single data item
changes the count of each of the two histogram bins at most
by 1, meaning the 𝐿2-sensitivity is at most

√
2. This sensi-

tivity and noise scale 𝜎𝑔 are sufficient to compute the DP
guarantees of the gradient clipping mechanism, which are
combined with the DP-SGD guarantees for the final model.
DP Noise Correction (§4.4). DP guarantees of the noise
correction are also those of the Gaussian mechanism for a
suitably chosen noise scale. As such, the analysis of the DP-
SGD iterations simplifies, because it now corresponds to the
analysis of a sequence of Gaussian mechanisms. The proof
and results can be found in Appendices A.3 and A.4.

8 System Security Analysis

Citadel++ addresses threats in collaborative ML training
with its usage of VM-level TEEs, as well as its privacy barrier
(§4), sandboxing (§5) and integrity (§6) mechanisms. Here,
we analyze how these mechanisms address the concerns of
dataset owners and model owners.

8.1 Common Concerns

An attacker may want to leak the datasets, and may try to
extract the model structure and parameters as well as to
learn the training code. The common concern of dataset
owners and model owners is the confidentiality of their as-
sets (i.e., datasets, model and training code). In Citadel++,
dataset owners and model owners upload their assets after
encryption (§3.3). After attesting the key distribution service

(KDS), they share their decryption keys with the KDS which
keeps the keys inside its protected memory. The KDS only
shares these keys with the training components after attest-
ing that they run the intended service code with the intended
training session configuration, ensuring the datasets, model
and training code are only accessed and decrypted by the
sandboxed and integrity-protected Citadel++ components.
These Citadel++ components operate the TEE memory and
encrypted disks, shielding the assets from the Citadel++
provider and cloud provider or other malicious actors.

8.2 Other Concerns of Dataset Owners

Besides dataset confidentiality, dataset owners also care
about the privacy of individuals whose data is in the datasets.
Data Reconstruction and Membership Inference. An at-
tacker may observe model updates to infer sensitive training
data during training, try to determine whether a specific data
item was used in the training, or reverse engineer the model
to reconstruct training data. Our privacy barrier adds random
DP masks into gradients, which bounds the influence of any
single data item and ensures individual data impact remains
obscured during and after training. Besides, our sandboxing
mechanism enforces the data exchanged between data han-
dling and model updating components flows only through
the privacy barrier, such that data privacy is guaranteed even
if the model and training code are maliciously designed.
Training Session Manipulation. An attacker may try to
leak private data by extending a training session or run mul-
tiple training sessions with the same datasets. In Citadel++,
as described in §3.3, the former is prevented by the admin
component which enforces the DP privacy budget and stops
the training once the budget has been spent; the latter is pre-
vented by the key distribution service (KDS) which discards
the datasets’ decryption keys once shared, so that multi-
ple training sessions with the same datasets cannot be run
without involving the dataset owners.
Collusion Between Participants. Some dataset owners
and model owner may collude to infer others’ data. The DP-
masking in our privacy barrier ensures that each individual
gradient appears purely random. To get any meaningful
result, an attacker has to aggregate all DP-masked gradients,
but then the aggregate will be DP-noisy. That means, even
if the model owner colludes with up to 𝑛 − 1 dataset owners,
the non-colluding dataset owners are still protected with the
full DP noise and remain private. Noise correction further
prevents attackers from correlating noise across iterations.
Other Attacks. Our sandboxing mechanism enforces appro-
priate access control (e.g., no network or shared resources,
isolated file systems, etc.) and strictly regulates the data ex-
changed between data handling and model updating compo-
nents flows only through the privacy barrier. Our integrity
mechanism further ensures the privacy barrier and sand-
boxing mechanisms are integrity-protected and executed as
expected. Although these defenses raise the bar significantly
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(c) AGNEWS-Roberta-base
Figure 5.Model accuracy and convergence over time, compared with the non-private baselines.

for covert-, side-channel and physical attacks, Citadel++
does not completely address them, as stated in our threat
model (§2). We note, however, that Citadel++’ modular de-
sign allows the integration of other defenses (e.g., oblivious
schemes to defeat the attacks based on timing and memory
access patterns [57, 60, 103, 111, 124]).

8.3 Other Concerns of Model Owners

Besides the confidentiality of the model and training code, a
model owner also cares about the usefulness of the training.
Model Poisoning. An attacker may try to inject malicious
data or updates to poison themodel. The trustworthiness and
usefulness of datasets can be efficiently checked via TEEs
without violating confidentiality [6], ensuring only autho-
rized datasets are used in training. Dataset decryption keys
are bound to the attested TEE components with the agreed
training session configuration by the KDS (also protected by
a TEE), so that they cannot be altered after uploading.

9 Implementation

We implemented the full Citadel++ system. The training
components (i.e., admin, data handling, model updating) are
implemented in 7.5K lines of Python code. Each component
is containerized, so that the confidential training session can
be deployed in Kubernetes. For service integrity, we used sev-
eral open-source components: AMD [7] provides the virtual
firmware, guest kernel, host kernel and Qemu hypervisor.
CoCo [24] provides the container runtime support for VM-
level TEEs. We integrated Microsoft’s tardev-snapshotter
plugin and policy agent [91, 92] to CoCo to enhance the
CVM and container image integrity.

The management and key distribution service (KDS) con-
sist of 2.3K and 1K lines of Python code, respectively. Dataset
and model owners can use the Python SDK and GUI to en-
crypt and upload assets to untrusted cloud storage, upload
keys to KDS after attestation, and manage a training session.

10 Evaluation

We evaluated the performance of Citadel++ along two axes.
In §10.1, we report the effects of our privacy barrier mecha-
nism on theML training (i.e., accuracy, convergence, privacy).
In §10.2, we report the performance of our sandboxing and

integrity mechanisms, as well as compare Citadel++ with
the state-of-the-art privacy-preserving training systems.

For our evaluation, we first use a 3-layer MLP model with
MNIST dataset (MNIST-MLP3) and a 6-layer CNN model
with CIFAR10 dataset (CIFAR10-CNN6), which are widely
used to evaluate recent systems for privacy-preserving ML
training [83, 94, 95, 105]. It is known that using DP-SGD (to-
day’s de facto standard which our privacy barrier is extended
upon) for largermodelswithout pre-training is undesirable re-
garding accuracy [38, 68, 73]. Note that, this constraint is due
to DP-SGD and is orthogonal to our privacy barrier design;
Citadel++ can benefit from any advancements to DP-SGD
accuracy. Nevertheless, to also showcase Citadel++’s appli-
cability to larger models, instead of doing a full training from
scratch, we use a pre-trained 12-layer transformer model,
Roberta-base [41], and fine-tune it with AG-News dataset [4]
(AGNEWS-Roberta-base) with DP guarantees. More details
of our evaluation setup can be found in Appendix B.

10.1 Effects of Privacy Barrier

Citadel++ is designed to ensure that the privacy guarantee
of its DP-masking mechanism (§4.2) is the same as the cen-
tralized DP-SGD (§4.1). Key differences in Citadel++ are: 1)
it is more attack resistent (§8.2), 2) it has enhancements such
as dynamic gradient clipping (§4.3) and DP noise correction
(§4.4), and 3) all privacy mechanisms are enforced by our
sandboxing and integrity mechanisms.
Model Accuracy & Convergence. Privacy levels defined
by the (𝜖, 𝛿) value pair affect the model accuracy, with larger
𝜖 values representing lower privacy guarantees, and vice
versa. To show the trade-off between accuracy and privacy,
we train all three models for 1000 iterations with different pri-
vacy budgets to compare how models converge at different
privacy levels. As expected, Figure 5 shows that models tend
to reach higher accuracy with larger 𝜖 values. In addition,
all models have reached or are approaching the accuracy
of non-private baselines, showing the effectiveness of our
privacy mechanisms.
Figure 5 also shows the model convergence. Here, the

noise is adapted to always ensure that the full privacy bud-
get is spent exactly after 1000 iterations. Note that, these
plots show the complete training: even if some curves indi-
cate the model accuracy could still be improved, the admin
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Figure 6. MNIST-MLP3 with dynamic gradient clipping.
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Figure 7. Latency per iteration with and without DP dy-
namic gradient clipping (DP-dyn).

component in Citadel++ ensures that no further training is
allowed because the full privacy budget is spent (§3.3). With
a fixed privacy budget, a longer training time (i.e., more it-
erations) means less privacy budget spent (i.e., more noise)
per iteration to maintain the DP guarantee.
Dynamic Gradient Clipping. To show the effect of dy-
namic gradient clipping (§4.3), we trained the MNIST-MLP3
model with dynamic clipping and the initial clipping bound
of 2.0. Figure 6 shows that a clipping bound attempting to
dynamically keep 75% or more of the gradients unclipped
requires increased noise that actually prevents model con-
vergence, highlighting a trade-off: A larger clipping bound
preserves more gradient information but requires more noise
tomaintain the sameDP level, while a smaller clipping bound
requires more clipping but adds less noise. Figure 7 shows
the latency overhead of dynamic gradient clipping, which is
negligible compared with operations like ‘data handling’.
DP Noise Correction. To validate our DP noise correction
mechanism (§4.4), we trained a feed-forward model with
MNIST dataset using 𝜖 values corresponding to noise levels
𝜎 of 20, 40 and 80, respectively, and the noise correction co-
efficient 𝜆 = 0.7. As expected, Figure 8 shows that the model
performs similar to DP gradient descent without noise cor-
rection, but with stronger privacy protections for individual
gradients during training (§4.4 and Appendix §A.3).

10.2 System Evaluation

In this section, we evaluate the overheads of sandboxing
and integrity mechanisms in Citadel++. We then compare
Citadel++ with the state-of-the-art systems. Finally, we
show how GPU TEE acceleration helps improve the perfor-
mance.
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Figure 8. MNIST classification problem and a feed-forward
neural network, trained using DP Gradient Descent (DP-GD)
with and without DP Noise Correction, 𝜆 = 0.7.

Execution Environment Overhead. Figure 9 shows train-
ing latency in different execution environments, with and
without integrity protection. CoCo with ‘tardev-snapshotter’
(i.e., CCT-NS and CCT-SB) is 2.9−32.0% faster than Kata [67]
(i.e., QVM-NS and QVM-SB), because of its pre-allocated
memory resources and the VM I/O-friendly block device
snapshotter implementation.
Sandboxing Overhead. Inside a sandbox, the overhead
comes from three sources: 1) initializing the current itera-
tion’s model (i.e., de/serialization), 2) computing gradients,
and 3) returning the gradients to the parent process (i.e.,
over local network). Sandboxing corresponds to 1.9 − 56.2%
of the end-to-end overhead (Figure 9, CCT-SB vs. CCT-NS),
depending on the model and batch size.

The relative overhead of sandboxing is smaller with larger
models, because more time is spent on computing gradients.
For instance, with a batch size of 64, this overhead in MNIST-
MLP3, CIFAR10-CNN6 and AGNEWS-Roberta-base is 44.3%,
8.8% and 3.6%, respectively. In addition, larger batches pro-
duce more gradients, causing more overhead due to de/serial-
ization and communication. For instance, in CIFAR10-CNN6,
batch sizes of 64, 256 and 1024 lead to 8.8%, 11.5% and 18.0%
sandboxing overhead, respectively.
Comparisonwith State-of-the-Art.We compare Citadel++
with the state-of-the-art privacy-preserving ML training sys-
tems: 1) FL with DP [1], 2) Crypto-based Pencil [83], and 3)
TEE-based Citadel [134]. For Pencil, we use both CPU and
GPU. For Citadel, we adapt its TEE from Intel SGX to AMD
SEV-SNP for a fair comparison. Note that, FL with DP has
no confidentiality and integrity protections. Citadel cannot
protect against collusion between dataset owners and model
owners. Furthermore, all these systems cannot guarantee
data privacy if the model or training code is maliciously
designed; therefore, to gain dataset owners’ trust, they re-
quire the model and its training code to be inspectable (i.e.,
no confidentiality). Nonetheless, these systems make good
baselines for performance comparison.

Figure 10 shows the latency per iteration for training the
three models. Citadel++ (CPU) demonstrates comparable
performance to FL with DP and Citadel (CPU), but with
stronger confidentiality and privacy properties. Citadel++
(CPU) achieves 7-543× speedups over Pencil (CPU). Pencil
(GPU) suffers from scaling problems and unsupported model
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Figure 9. Latency per iteration for different execution environments. QVM: Kata containers [67], CCT: CoCo with
tardev-snapshotter. NS: no sandbox, SB: with sandbox. All evaluations use 12 vCPUs.
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Figure 10. Latency per iteration for Citadel++ and the state-of-the-art systems. Missing bars for Pencil are due to out-of-
memory errors (CIFAR10-CNN6 with the batch size of 1024) or unsupported model layers (attention layers in AGNEWS-
Roberta-base). All CPU-based evaluations use 12 vCPUs. Citadel++ (GPU) uses 12 vCPUs and 1 H100 GPU in TEE mode.

NS-CPU-12
NS-GPU-12

NS-CPU-40
NS-GPU-40

SB-CPU-12
SB-GPU-12

SB-CPU-40
SB-GPU-40

0

20

40

60

80

La
te

nc
y 

(s
)

Latency Breakdown (diff. hatch styles)
Preprocess
Data Handling

Postprocess
Model Updating

Others
Batch Size (diff. colors)

32
64

128

Figure 11. Latency per iteration for AGNEWS-Roberta-base
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layers for larger models and batch sizes, while Citadel++
(GPU) outperforms Pencil (GPU) up to 113× in other cases.
The only exception is for the small MNIST-MLP3with a small
batch size of 64, where Citadel++ (GPU) is slightly slower.
GPU TEE Acceleration. Figure 9 shows that, in a training
iteration, up to 88.7% of time is spent on computing and ap-
plying gradients (i.e., ‘data handling’ and ‘model updating’).
These compute-intensive tasks can benefit from accelerators.
We integrated NVIDIAH100 GPUTEE [102], and evaluated it
with AGNEWS-Roberta-base. As expected, Figure 11 shows
that, using a GPU TEE greatly accelerates the training speed.
For instance, for a batch size of 128, the latency is reduced

by 93.9% for ‘data handling’ and 96.9% for ‘model updating’
operations (SB-CPU-12 vs. SB-GPU-12), respectively.

11 Related Work

TEEs are widely accepted and deployed in today’s cloud
infrastructure [11, 13, 14, 47], and have been recognized as
key to safeguarding datasets and models in ML processes [30,
56, 61, 113, 118]. Here, we give an overview of the TEE-based
ML training systems, with more systems based on HE and
SMPC being mentioned in §1 (due to space limit).
Early work [58, 103] deploys the full ML training task

inside one TEE, where it is limited by TEE resources, work-
ing only for small datasets and models. To avoid these con-
straints, one can perform layer-wise partitioning where only
some model layers are trained inside TEEs [94, 95]. This prac-
tice, however, cannot protect the full model confidentiality.
Recent systems adopt a more distributed architecture.

SecureTF [107] is a distributed secure ML framework us-
ing TEEs, built for unmodified TensorFlow applications. Se-
cureFL [106] leverages TEEs in an FL scenario to ensure
confidentiality and integrity of the FL training process. Pa-
paya [56] uses TEEs to implement secure aggregation to
support asynchronous and synchronous FL training that
scales to millions of users in production. AWS Clean Rooms
ML [30] and Snowflake Data Clean Rooms [113] leverage

12
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TEEs to safeguard proprietary data and ML models, with the
help of a look-alike model for data richness.

Citadel [134] is a state-of-the-art collaborativeML training
system which aims to protect both dataset and model con-
fidentiality in an untrusted infrastructure. Like Citadel++,
Citadel employs TEEs and applies an FL-style programming
paradigm. Unlike Citadel++, however, Citadel cannot achieve
strong DP guarantees for individual user data, cannot use
GPUs, and does not have much-needed sandboxing and in-
tegrity protections for the full confidentiality of datasets,
models and training code during collaborative training.

12 Conclusion

Citadel++ is a collaborative ML training system that simul-
taneously protects the confidentiality of datasets, models
and training code as well as the privacy of individual user
data. We achieve these protections via the combination of
VM-level TEEs, enhanced DP mechanisms as well as various
OS-level sandboxing and integrity mechanisms. In addition,
Citadel++ achieves similar or better privacy and model util-
ity as compared to the standard central DP-SGDmechanisms.
Its performance also matches that of non-confidential FL and
outperforms the state-of-the-art privacy-preserving training
systems by up to two orders of magnitude.
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Appendix

A Differential Privacy Analysis

A.1 Background: Gaussian Mechanism and DP

Accounting

In a DP ML training process, each gradient leaks some infor-
mation about the training dataset. DP-SGD includes a privacy
accounting scheme which tracks the total (𝜀, 𝛿)-privacy loss
over multiple iterations of the training process and ensures
that the total cumulative effect of all successive gradient
updates still satisfies the desired privacy guarantees.

In the basic case of full-batch gradient training, the privacy
loss of DP-SGD is that of the Gaussian mechanism, where
the randomized function M is of the form

M(𝑋 ) = 𝑓 (𝑋 ) + 𝑍,

where 𝑓 : X𝑁 → R𝑑and 𝑍 ∼ N(0, 𝜎2𝐼𝑑 ), where 𝜎 denotes
the noise scale parameter. Denote the sensitivity of the func-
tion 𝑓 by

Δ = max
𝑋≃𝑋 ′

∥ 𝑓 (𝑋 ) − 𝑓 (𝑋 ′)∥2,

where𝑋 ≃ 𝑋 ′ denotes that𝑋 ′ is obtained from𝑋 by a change
of a single data entry (similar to the neighboring datasets
definition from §4.1). Then,M is (𝜀, 𝛿)-DP for 𝛿 (𝜀) given by

𝛿 (𝜀) = Φ

(
−𝜀𝜎
Δ

+ Δ

2𝜎

)
− e𝜀Φ

(
−𝜀𝜎
Δ

− Δ

2𝜎

)
, (1)

where Φ denotes the CDF of the standard univariate Gauss-
ian distribution [15]. The bound (1) for the Gaussian mecha-
nism is tight, meaning that there is no 𝛿 ′ < 𝛿 such that the
mechanism would be (𝜀, 𝛿 ′)-DP. When we apply a Gaussian
mechanism with sensitivity Δ and noise scale 𝜎 for 𝑇 times
(e.g., 𝑇 iterations of DP-SGD will full data at each iteration),
the privacy guarantee is given by Eq. (1) with Δ replaced by√
𝑇Δ [115].
For more complex mechanisms such as DP-SGD with ran-

dom mini-batches, analytical formulas such as (1) do not
exist, and one has to employ privacy accounting. The so-
called Rényi Differential Privacy (RDP) [1, 93] was the first
approach to accurately compute the privacy bounds for DP-
SGD, and it is implemented in frameworks such as Opa-
cus [133] and Tensorflow Privacy [104]. RDP has certain
inherent inaccuracy and commonly still slightly overesti-
mates the 𝜀-values. Recently, so-called numerical accounting
methods [48, 70, 139] have been proposed which give tight
𝜀-bounds for several methods including DP-SGD. These are
based on so-called privacy loss random variables.

A.2 DP Accounting Using Privacy Loss Random

Variables

We can generally find (𝜀, 𝛿)-bounds for DP mechanisms by
analysing so-called dominating pairs of distributions:

Definition 1 ([139]). A pair of distributions (𝑃,𝑄) is a domi-

nating pair of distributions for mechanism M if for all 𝛼 ≥ 0,
max
𝑋∼𝑋 ′

𝐻𝛼 (M(𝑋 ) | |M(𝑋 ′)) ≤ 𝐻𝛼 (𝑃 | |𝑄),

where 𝐻𝛼 (·| |·) denotes the hockey-stick divergence, i.e., for

distributions 𝑃 and 𝑄 ,

𝐻𝛼 (𝑃 | |𝑄) =
∫

[𝑃 (𝑡) − 𝛼 ·𝑄 (𝑡)]+ d𝑡 .

When evaluating the privacy guarantees of DP-SGD it-
erations and Gaussian mechanisms we know exactly the
dominating pairs of distributions in both cases [139], and
their compositions can be evaluated accurately using the
methods presented in [48, 70] via mature software imple-
mentations such as that of Opacus [133].
Having dominating pairs of distributions for each indi-

vidual mechanism in a composition, the hockey-stick diver-
gence can be transformed into a more easily computable
form by using the privacy loss random variables (PLRVs).
PLRV for a pair of distributions (𝑃,𝑄) is defined as follows.

Definition 2. Let 𝑃 (𝑡) and 𝑄 (𝑡) be probability density func-

tions. We define the PLRV 𝑌𝑃/𝑄 as

𝑌𝑃/𝑄 = log 𝑃 (𝑡)
𝑄 (𝑡) , 𝑡 ∼ 𝑃 (𝑡),

where 𝑡 ∼ 𝑃 (𝑡) means that 𝑡 is distributed according to 𝑃 (𝑡).

The 𝛿 (𝜀)-bounds can be stated using the following repre-
sentation that involves the PLRV.

Theorem 1 ([48]). We have:

𝐻e 𝜀 (𝑃 | |𝑄) = E𝑌𝑃/𝑄
[
1 − e𝜀−𝑌𝑃/𝑄

]
+ , (2)

Moreover, by the results of [48] and [139] we have the
following result for an adaptive composition of DP mecha-
nisms.

Theorem 2 ([48, 139]). In case of an adaptive composition

of 𝑇 mechanisms M1, . . . ,M𝑇 , where each mechanism M𝑖 ,

𝑖 ∈ [𝑇 ], has a dominating pair of distributions (𝑃𝑖 , 𝑄𝑖 ), the
total DP guarantees

(
𝜀, 𝛿 (𝜀)

)
are given by the expression

E𝑌
[
1 − e𝜀−𝑌

]
+ ,

where 𝑌 = 𝑌1 + . . . + 𝑌𝑇 and each 𝑌𝑖 is a PLRV determined by

the dominating pair of distributions (𝑃𝑖 , 𝑄𝑖 ), respectively.

The DP-SGD privacy accounting can be seen as an adap-
tive composition of DP mechanisms (e.g., Gaussian mecha-
nisms or subsampled Gaussian mechanisms), each with inde-
pendent randomness. Therefore, these compositions can be
evaluated using PLRVs determined by the individual mecha-
nisms, i.e., using Theorem 2.
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We also get from Theorem 2 the following theorem for
privacy accounting of DP-SGD combined with dynamic gra-
dient clipping.

Theorem 3. Consider a model training with 𝑇 iterations of

DP-SGD with noise scale 𝜎 and subsampling ratio 𝑞 (batch size

divided by the total dataset size) and suppose there are in total

𝑛𝑔 noisy aggregations of the histograms for gradient clipping,

each with the noise parameter 𝜎𝑔. Then, for the final model,

an (𝜀, 𝛿)-upper bound is given by the expression

𝛿 (𝜀) = E𝑌 [1 − 𝑒𝜀−𝑌 ]+, (3)

where [𝑧]+ = max{𝑧, 0} and the random variable

𝑌 =

𝑇∑︁
𝑖=1

𝑌𝑖 +
𝑛𝑔∑︁
𝑖=1

𝑌𝑖 ,

where each random variable 𝑌𝑖 is a PLRV of DP-SGD for the

parameters 𝜎 and 𝑞 and each random variable 𝑌𝑖 is a PLRV of

the Gaussian mechanism for the parameter 𝜎𝑔.

We remark that the privacy guarantees of the expression
given in Theorem 3 can be readily evaluated using the im-
plementation of the numerical accounting given in Opacus
library.

A.3 DP Analysis for Error Correction

A.3.1 Proof of Error Correction Formula. As stated in
§4.4, assuming that the admin component computed private
noise 𝜉𝑡 , 𝜉𝑡+1 ∼ 𝑁 (0, 𝜎2𝐶2I) during training round 𝑡 , we then
compute the noise to be added at time 𝑡 + 1 as 𝜉𝑡+1 − 𝜆 · 𝜉𝑡 ,
where 𝜆 ∈ [0, 1]. This technique removes the noise added at
time 𝑡 by subtracting it at time 𝑡 + 1. Because this value is
computed inside the admin component, an attacker cannot
know which part of the noise visible at 𝑡 + 1 comes from 𝜉𝑡+1
and which part comes from subtracting the previous noise,
thus this technique does not leak the value 𝜆𝜉𝑡 . For 𝑖 = 1, the
output is of the form

M1 (𝑋 ) =
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉1, (4)

and for 𝑖 > 1, the subsequent outputs (subsequent random-
ized mechanisms) are of the form

M𝑖 (𝑋 ) =
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖−1) + 𝜉𝑖 − 𝜆 · 𝜉𝑖−1, (5)

where 𝜉𝑖 ∼ 𝑁 (0, 𝜎2𝐶2I), and 𝜉𝑖 ’s are mutually independent.
In our case, the function 𝑓 (𝑥, 𝑡) corresponds to the gradient
of the loss function evaluated at data point 𝑥 andmodel 𝑡 , and
𝑡𝑖 ’s denote the model weights at iteration 𝑖 , obtained using
the outputs M 𝑗 (𝑋 ), 𝑗 ≤ 𝑖 . 𝑡0 is a some random initialization
of the model weights.
If we repeatedly would call the function M1, in total 𝑇

times (e.g., the plain DP gradient descent training with 𝑇

iterations), then the 𝛿 as a function of 𝜀 from section A.1 is
given by

𝛿 (𝜀) = Φ

(
− 𝜀𝜎
√
𝑇

+
√
𝑇

2𝜎

)
− 𝑒𝜀Φ

(
− 𝜀𝜎
√
𝑇

−
√
𝑇

2𝜎

)
. (6)

For the corrected formula we can derive the following DP
guarantee.

Theorem 4. Consider the sequence of mechanisms M(𝑋 ) =(
M1 (𝑋 ), . . . ,M𝑇 (𝑋 )

)
, where eachM𝑖 is a randomized mech-

anism as described in Eq. (4) and (5), where 0 < 𝜆 < 1. Without

loss of generality, suppose the function 𝑓 has sensitivity 1. Then,

for the DP analysis of the correction formula, an (𝜀, 𝛿)-upper
bound is given by the expression

𝛿 (𝜀) = Φ

(
− 𝜀𝜎
√
𝑇

+
√
𝑇

2𝜎

)
− 𝑒𝜀Φ

(
− 𝜀𝜎
√
𝑇

−
√
𝑇

2𝜎

)
, (7)

where 𝜎 = (1 − 𝜆) · 𝜎 .

Proof. We may write for M2:

M2 (𝑋 ) =
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜉2 − 𝜆 · 𝜉1

=
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉2

− 𝜆

(∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉1

)
=

∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉2 − 𝜆 · M1 (𝑋 ).

We see that analyzing M2 (𝑋 ) is equivalent to analyzing∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉2

since M1 (𝑋 ) was already released (post-processing, does
not affect the DP guarantees). We also see that the sensitivity
of the deterministic part∑︁

𝑥∈𝑋
𝑓 (𝑥, 𝑡1) + 𝜆 ·

∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0)

is (1 + 𝜆). Continuing, we see that

M3 (𝑋 ) =
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡2) + 𝜉3 − 𝜆 · 𝜉2

=
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡2) + 𝜉3 − 𝜆 ·
( ∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1)

+ 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) − 𝜆 · M1 (𝑋 ) + 𝜉2

)
+ 𝜆 ·

∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆2 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) − 𝜆2 · M1 (𝑋 )

=
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡2) + 𝜉3 − 𝜆 · M2 (𝑋 )

+ 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆2 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) − 𝜆2 · M1 (𝑋 ).
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We see that analyzing M3 (𝑋 ) is equivalent to analyzing∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡2) + 𝜆 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆2 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0) + 𝜉3,

sinceM1 (𝑋 ) andM2 (𝑋 )were already released (post-processing).
We also see that the deterministic term∑︁

𝑥∈𝑋
𝑓 (𝑥, 𝑡2) + 𝜆 ·

∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡1) + 𝜆2 ·
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡0)

has sensitivity 1 + 𝜆 + 𝜆2.
We see the pattern and show the general case by induction.

Suppose, M𝑖 (𝑋 ), 𝑖 ≥ 3, is of the form

M𝑖 (𝑋 ) =
𝑖−1∑︁
𝑗=0

𝜆 𝑗

(∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖−1− 𝑗 )
)
−

𝑖−1∑︁
𝑗=1

𝜆 𝑗M𝑖− 𝑗 + 𝜉𝑖 . (8)

Then, by definition,

M𝑖+1 (𝑋 ) =
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖 ) + 𝜉𝑖+1 − 𝜆𝜉𝑖−1

=
∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖 ) + 𝜉𝑖+1 +
𝑖−2∑︁
𝑗=0

𝜆 𝑗+1 ·
(∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖−2− 𝑗 )
)

−
𝑖−2∑︁
𝑗=1

𝜆 𝑗+1M𝑖−1− 𝑗 − 𝜆 · M𝑖−1 (𝑋 )

=

𝑖∑︁
𝑗=0

𝜆 𝑗

(∑︁
𝑥∈𝑋

𝑓 (𝑥, 𝑡𝑖− 𝑗 )
)
−

𝑖∑︁
𝑗=1

𝜆 𝑗M𝑖+1− 𝑗 + 𝜉𝑖+1,

(9)
i.e., (8) really holds.

By the reasoning above, the analysis of M𝑖 (𝑋 ) is equiva-
lent to analysis of Gaussian mechanism with noise variance
𝜎2 and sensitivity

∑𝑖−1
𝑗=0 𝜆

𝑗 , since the term
∑𝑖−1

𝑗=1 𝜆
𝑗M𝑖− 𝑗 is

simply the output of previously released mechanisms and
can be discarded.

So, for large 𝑖 , the sensitivity of the deterministic part is
𝑖−1∑︁
𝑗=0

𝜆 𝑗 ≤
∞∑︁
𝑗=0

𝜆 𝑗 =
1

1 − 𝜆
.

Thus, we get an upper bound for the (𝜀, 𝛿)-DP guarantee
by considering a composition of 𝑇 Gaussian mechanisms,
each with sensitivity 1

1−𝜆 and noise scale 𝜎 . Then, using the
formula (6), we arrive at the result.

□

Because the DP guarantees of the noise correction are
also those of the Gaussian mechanism for a suitably chosen
noise scale parameter, we can apply Theorem 5 to state the
following privacy accounting in noise correction:

Theorem 5. Consider a model training where we have 𝑇

noise correction training steps

(
M1 (𝑋 ), . . . ,M𝑇 (𝑋 )

)
, where

eachM𝑖 is a randomized mechanism , where 0 < 𝜆 < 1, and

suppose there are in total 𝑛𝑔 aggregation steps. Then, for the

final model, an (𝜀, 𝛿)-upper bound is given by the expression

𝛿 (𝜀) = Φ

(
−𝜀𝜎total +

1
2𝜎total

)
−𝑒𝜀Φ

(
−𝜀𝜎total −

1
2𝜎total

)
, (10)

where Φ denotes the CDF of the standard univariate Gaussian

distribution, 𝜎total =
√︃

𝑇
𝜎2 +

𝑛𝑔

𝜎2
𝑔
denotes the standard deviation

of the resulting PLRV and 𝜎 = (1 − 𝜆) · 𝜎 .

Proof. The proof of Theorem 5 follows directly from The-
orem 2 above. The analytical expression of Theorem 5 fol-
lows from the fact that the PLRV for the Gaussian mecha-
nism with noise scale 𝜎 and 𝐿2-sensitivity Δ is distributed as
N

(
Δ2

2𝜎2 ,
Δ2

𝜎2

)
[115] and from the fact that the means and vari-

ance in the sums of Gaussian random variables sum up, and
by plugging in the resulting Gaussian random variable in the
formula (3). The analytical form of Eq. (10) for a Gaussian
PLRV with noise variance 𝜎2

total is shown, e.g., in [15, 115].
□

A.3.2 Comparison of Total Amount of Injected Noise:

With and Without Noise Correction. Each DP gradient
descent update is of the form

𝜃𝑖+1 = 𝜃𝑖 − 𝜂 · 1
|𝑋 |

(∑︁
𝑥∈𝑋

∇̃𝜃 𝑓 (𝑥, 𝜃𝑖 ) + 𝜉𝑖

)
(11)

where 𝜃𝑖 denotes the model parameter vector at iteration
𝑖 , 𝑋 denotes the dataset, |𝑋 | the dataset size, and ∇̃𝜃 𝑓 ’s
the clipped sample-wise gradients, and 𝜉𝑖 ∼ N(0, 𝜎2𝐶2)
is the DP noise, where 𝐶 denotes the clipping bound (i.e.,
∥∇̃𝜃 𝑓 (𝑥, 𝜃𝑖 )∥2 ≤ 𝐶 for all 𝑥 , due to clipping).
Assume, without loss of generality, that𝐶 = 1.0 (otherwise

we can scale 𝜎). If we run DP gradient descent (DP-GD) (11)
for 𝑇 iterations, we see that the total amount of noise we
inject in the model is

1
|𝑋 |

𝑇∑︁
𝑖=1

𝜉𝑖 ∼ N
(
0, 𝑇 · 𝜎2

|𝑋 |2 I
)

(12)

DP-GD with the correction is of the form

𝜃𝑖+1 = 𝜃𝑖 − 𝜂 · 1
|𝑋 |

(∑︁
𝑥∈𝑋

∇̃𝜃 𝑓 (𝑥, 𝜃𝑖 ) + 𝜉𝑖 − 𝜆 · 𝜉𝑖−1

)
(13)

and we see that after 𝑇 iterations the total amount of noise
injected in the model is approximately

1
|𝑋 |

𝑇∑︁
𝑖=1

(1 − 𝜆) · 𝜉𝑖 ∼ N
(
0, 𝑇 · (1 − 𝜆)2 · 𝜎2

|𝑋 |2
I
)
. (14)

We see that when using the noise correction with the scaled

noise 𝜎 = 𝜎 · (1 − 𝜆), we get both equal privacy guarantees

(Thm. 5 vs. Eq. (6)) and an equal amount of injected noise

(Eq. (12) vs. Eq. (14)). as when using DP-GD with noise scale 𝜎 .

Thus, we may expect a similar privacy-utility ratio for both
DP gradient descent and DP-GD with noise correction.
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(b) 𝜆 = 0.9

Figure 12. MNIST classification problem and a two hidden layers feedforward neural network, trained using the DP Gradient
Descent and using the DP Gradient Descent with Noise Correction

Figure 12 shows the performance of the error correction
mechanism on the model presented in 10.1 with 𝜆 = 0.7
and 𝜆 = 0.9. We observe that the model utility remains very
similar to no-error correction training with 𝜆 = 0.7, while it
slightly degrades with large noise correction.

Some inaccuracy arise with large noise correction, when
the model used to compute the updates, which has received
noise 𝜉𝑖−1, and the corrected model after the next iteration,
which has received noise (1 − 𝜆)𝜉𝑖−1, differ significantly, i.e.,
when the correction is so large that the computed model
update is no longer valid for the corrected model.
Figure 13 illustrates the increased privacy protection for

sequences of updates (of different lengths), when 𝜆 = 0.7 and
𝜆 = 0.9 respectively, computed using the equations derived
in Appendix A.3.3.

A.3.3 DP Guarantees for Bounded-Length Sequences

of Updates Using Noise Correction. We next analyze
how the correction scheme improves the DP protection of
individual updates and sequences of subsequent updates,
when compared to the plain DP gradient descent.

Let 𝜎 > 0 be the noise scale. If the adversary obtains 𝑛
subsequent updates, it essentially obtains a vector



𝑓1 (𝑋 ) + 𝜉1
𝑓2 (𝑋 ) + 𝜉2 − 𝜆 · 𝜉1
𝑓3 (𝑋 ) + 𝜉3 − 𝜆 · 𝜉2

...

𝑓𝑛 (𝑋 ) + 𝜉𝑛 − 𝜆 · 𝜉𝑛−1,


(15)

where each function 𝑓𝑖 (𝑋 ), 1 ≤ 𝑖 ≤ 𝑛, has sensitivity 1
(without loss of generality), and each 𝜉𝑖 ∼ N(0, 𝜎2I).

We can also write Eq. (15) as



𝑓1 (𝑋 )
𝑓2 (𝑋 )
𝑓3 (𝑋 )
...

𝑓𝑛 (𝑋 )


+



I
−𝜆I I

−𝜆I I
. . .

. . .

−𝜆I I





𝜉1
𝜉2
𝜉3
...

𝜉𝑛


DP guarantees are both multiplicative and translation-

invariant, allowing us to multiply the output vector from the

left with any invertible matrix. Multiplying with

I
−𝜆I I

−𝜆I I
. . .

. . .

−𝜆I I



−1

=



I
𝜆I I
𝜆2I 𝜆I I
...

. . .
. . .

. . .

𝜆𝑛−1I . . . . . . 𝜆I I


(16)

from the left, we see that we may analyze the vector

𝑓1 (𝑋 )
𝑓2 (𝑋 ) + 𝜆 · 𝑓1 (𝑋 )

𝑓3 (𝑋 ) + 𝜆 · 𝑓2 (𝑋 ) + 𝜆2 · 𝑓1 (𝑋 )
...

𝑓𝑛 (𝑋 ) + . . . + 𝜆𝑛−1 · 𝑓1 (𝑋 ).


+



𝜉1
𝜉2
𝜉3
...

𝜉𝑛


(17)

Analyzing (17) is equivalent to analysing a Gaussian mech-
anism with noise variance 𝜎2 and sensitivity bounded by(

1 + (1 + 𝜆)2 + (1 + 𝜆 + 𝜆2)2 + . . .

(1 + 𝜆 + . . . + 𝜆𝑛−1)2
)1/2

=

√√√
𝑛−1∑︁
ℓ=0

(1 + 𝜆 + . . . + 𝜆ℓ )2

=

√√√
𝑛−1∑︁
ℓ=0

(
1 − 𝜆ℓ

1 − 𝜆

)2
=

√︄
𝑛(1 − 𝜆2) − 𝜆(1 − 𝜆𝑛) (2 + 𝜆 − 𝜆𝑛+1)

(1 − 𝜆)3 (𝜆 + 1) .

(18)

When analyzing the vector (15), we have assumed that the
adversary obtains the first 𝑛 updates. In case the adversary
obtains a sequence of 𝑛 subsequent updates that do not in-
clude the first update, there will be an additional −𝜆𝑍 noise
term in the first update, and, by the data-processing inequal-
ity the guarantees derived here give an upper bound then as
well.

Using the calculated sensitivity of Eq. (18), we can analyze
how well the bounded-length sequences of subsequent up-
dates are protected using the noise correction as compared
to the vanilla DP Gradient Descent (Figure 13).
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(a) 𝜆 = 0.7
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(b) 𝜆 = 0.9

Figure 13. 𝜀 values for sequences of subsequent updates for the DP Gradient Descent with and without noise correction,
𝛿 = 10−5.

A.4 Noise Correction as a Matrix Mechanism

The proposed noise correction given in Eq. (4) and Eq. (5)
can also be seen as a so-called matrix mechanism [36]. These
mechanisms are defined by matrices 𝐴, 𝐵,𝐶 ∈ R𝑛×𝑛 , 𝐴 = 𝐵𝐶 ,
and are of the form

𝐴𝑥 = 𝐵(𝐶𝑥 + 𝑍 ),

where the matrix 𝐴 ∈ R𝑛×𝑛 is called the workload matrix, 𝐵
the decoder matrix and𝐶 the encoder matrix. Here the rows
of the matrix 𝑥 ∈ R𝑛×𝑑 correspond in our case to the model
gradients and 𝑍 ∈ R𝑛×𝑑 is appropriately scaled isotropic
Gaussian noise.

Writing

𝑥 =


𝑓 (𝑥, 𝑡0)𝑇
𝑓 (𝑥, 𝑡1)𝑇

...

𝑓 (𝑥, 𝑡𝑛−1)𝑇


, 𝑍 =


𝜉𝑇1
𝜉𝑇2
...

𝜉𝑇𝑛−1


,

we see that 𝑛 steps of the error correction formula can be
written as a matrix mechanism 𝐵(𝐶𝑥 + 𝑍 ) for

𝐵 =



1
−𝜆 1

−𝜆 1
. . .

. . .

−𝜆 1


, 𝐶 = 𝐵−1,

where the matrix inverse 𝐵−1 is given in Eq. (16).

B Evaluation Setup

Testbed Configuration. For system performance evalua-
tion using CPU TEEs, we deploy AMD SEV-SNP VMs on
an AMD server equipped with an AMD EPYC 7763 64-Core
(128 vCPUs) processor operating at 3.5GHz. Each AMD SEV-
SNP VM is configured with 12 vCPUs and 64GB of memory.
As we do not have bare-metal access to local servers with
NVIDIA H100 GPUs, we set up a cloud evaluation cluster
on Azure to assess the system performance with GPU TEE
acceleration. This cluster consists of 6 nodes: one CVM with

32 vCPUs and 128 GB of memory, and five CVMs each fea-
turing 40 vCPUs, 300GB of memory, and one H100 GPU in
TEE mode. The bandwidth between Azure CVM and H100
GPU is approximately 8 GB/s due to the GPU traffic encryp-
tion/decryption [23].
Workloads. We evaluate the following three models:

• MLP3: A three-layer MLP model suitable for simple
tasks like MNIST, though small in size. This model
is trained over the MNIST dataset [74], which con-
tains 70K grayscale images (60K for training, 10K for
testing) of handwritten digits (0–9), each 28×28 pixels.

• CNN6: A six-layer CNN model, commonly used in
differential privacy experiments [119]. This model is
trained over the CIFAR-10 dataset [72], which contains
60K RGB images (50K for training, 10K for testing)
of objects in ten categories (e.g., airplane, automobile,
bird), each 32×32 pixels.

• Roberta-base: A pre-trained large language model
with 12 transformer layers [41]. Dataset is AG-News [4],
which is constructed by assembling titles and descrip-
tion fields of articles from the 4 largest classes (“World”,
“Sports”, “Business”, “Sci/Tech”) of AG’s Corpus and
has 120K training samples and 7.6K testing samples.

We trained theMLP3 and CNN6models from scratch using
the batch sizes of 64, 256, and 1024 per worker (i.e., data
handling component), and different numbers of iterations
ranging from 100 to 5000, with a learning rate of 0.01.We fine-
tuned the Roberta-base model with LoRA using the batch
sizes of 32, 64, and 128 per worker, and different numbers of
iterations ranging from 1000 to 2500, with a learning rate of
0.01. We launched one admin, one model handling, and four
data handling components for our experiments.
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